This paper is motivated by safety verification-the task of proving that a given system always stays in a given set of states considered to be safe. For proving this, one can use a certificate in the form of a set of states that (1) contains all initial states, that (2) is inductive (i.e., no solution leaves this set of states), and that (3) contains only safe states. The set of reachable states always forms such a certificate but for differential equations, this set is usually difficult to compute.
Introduction
One important method used for formal safety verification is reach set computation: Compute the set of all states reachable by the system-if all those states are safe, then the system is safe. However, for non-linear ordinary differential equations, it is often difficult or even impossible [1] to compute the set of reachable states precisely. So, instead one over-approximates the set of states reachable in a certain finite time. If the resulting set is inductive (i.e., the system cannot leave this set) and all resulting states are safe, then the system is provably safe.
Experience has shown that this approach is often successful. In this paper we prove a theorem supporting this experience: We show that for systems given by ordinary differential equations, under the additional assumptions of robustness and boundedness of the set of safe states, a certain overapproximation of a finite time reach set is always a certificate for safety of the system.
We will now discuss related work: Inductivity is a principle that is used for safety verification throughout formal verification. However, its application to systems with infinitely many states is complicated by the fact that algorithms for reach set computation do not necessarily terminate due to non-convergence. This problem is usually handled using techniques such as widening [2] . In the case of differential equations the problem is exacerbated by the fact that reachability information can usually only be computed approximately. However, experience with verification tools [7, 5] has shown that such approximations often help convergence, in a similar way as widening.
Algorithms that have been used for proving decidability of safety verification under robustness assumptions (this is also known as quasi-decidability), construct such certificates [4, 3, 15] , but the certificates are the side-product of a complex algorithmic process and are not of a simple form as the result of this paper.
A similar object that is often used for safety verification of continuous systems are barrier certificates [12, 17, 6] , where derivative information is used for getting rid of reach set computation. Here, there are also converse theorems showing the existence of such barrier-certificates. However, those results are either restricted to systems where certain Lyapunov-like functions exist [13, 14] , or to Morse-Smale vector fields [18] .
The research published in this paper was supported by GAČR grant 15-14484S and by the long-term strategic development financing of the Institute of Computer Science of the Czech Academy of Sciences (RVO:67985807). We thank Peter Franek for important feedback throughout the work on this paper.
The Problem
Definition 1. A safety verification problem is a triple (f, I, S) that consists of
where f is Lipschitz continuous,
• a set of states I that we will call the initial states of the safety verification problem,
• and set of states S that we will call the safe states of the safety verification problem.
Definition 2. For a Lipschitz continuous f : R n → R n , t ∈ R ≥0 , we denote the state that systemẋ = f (x) reaches after time t from x by τ f (x, t).
Based on this we introduce the following notation for sets of reachable states:
Definition 5. A set V ⊆ R n is a safety certificate of a safety verification problem (f, I, S) iff
A set that fulfills the first two conditions is also called inductive invariant by the verification community, and a positively invariant set by the dynamical systems literature [10, 8] .
Safety certificates serve as a proof of safety:
If a safety verification problem (f, I, S) has a safety certificate, then it is safe.
Safety certificates are also complete, that is, there is a converse of Property 1:
Property 2. If a safety verification problem (f, I, S) is safe, then it has a safety certificate, R [0,∞] (I).
However, there are two problems with applying this property in safety verification:
• It uses the infinity symbol ∞ which can make computation of the set
• It does not take into account approximation.
We will now extend some of the definitions above to take into account deviations from nominal behavior. For measuring such deviations we will use the Euclidean norm. denoted by || · ||.
We use the following robust versions of the reach sets introduced in Definition 3:
Here, if clear from the context, we will drop the subscript f .
Also Definition 4 has a robust version:
Definition 8. A safety verification problem (f, I, S) is robustly safe iff there is an ε > 0 such that R f,ε (I) ⊆ S. We will call an ε > 0 fulfilling this property a robustness margin of (f, I, S).
Finally, we provide a robust version of Definition 5:
Definition 9. A set V ⊆ R n is an ε-robust safety certificate of a safety verification problem (f, I, S) iff
We call a safety certificate V robust if there is an ε > 0 such that V is a ε-robust safety certificate.
The main theorem of this paper is a converse of Property 1 that is based on a finite time each set, and that is robust. Theorem 1. If a safety verification problem (f, I, S) is robustly safe with robustness margin ε and the set of safe states S is bounded, then for all 
Proof
We will now translate a standard result on controllability to our context, ensuring that every point that is ε-reachable has a neighborhood ofε-reachable points withε > ε. Here we denote by N δ (p) the δ−neighborhood {p | ||p − p || < δ} of p.
Property 3. For every Lipschitz continuous
The usual proof of this property [11, Proposition 3.3], [16, Proposition 11.2] uses the inverse function theorem to map each point in the neighborhood of p to controls of bounded norm that steer the system into this point. Due to a version of the inverse function theorem [9] that bounds the size of this neighborhood from below based on a Lipschitz constant for the derivative of the given function, the size δ of the neighborhood in Property 3 can be bounded from below over all elements p and p of a compact set: Lemma 1. For every Lipschitz continuous f : R n → R n , and compact set Ω ⊆ R n , for every ε > 0, ∆ > 0 there is a δ > 0 such that for all p, p ∈ Ω such that p ∈ R ∆ f,
We will now turn to the proof of the main theorem. It extends a technique introduced by M. Fränzle [4] , that he originally used for constructing a safety certificate for hybrid systems with polynomial flow: Take the bloated finite-time reach set R [0,t] f,ε (I), and show that the original dynamics is shrinking on it if the bloated reach set does not grow beyond the set of safe states S. However, here we have additional complications: First, our flow is, in general, not polynomial (note that even linear ODEs usually have a nonpolynomial flow), and second, we are not satisfied with a safety certificate, but we want a robust safety certificate.
Proof. We assume that (f, I, S) is robustly safe with robustness margin ε > 0, and that the set of safe states S is bounded. We derive a contradiction from the additional assumption that there is a ∆ > 0 such that for all t ≥ 0 R
f,ε (I)) is no ε 2 -robust safety certificate. In the following, let ∆ > 0 be an arbitrary constant fulfilling this property.
We now observe that for every t ≥ 0, R
f,ε (I). If this would not be the case, then there would exist a t ≥ 0, such that for all ξ ∈ R
f,ε (I). This means that no
f,ε (I)) would be a ε 2 -robust safety certificate, which would be in contradiction to the assumption above.
We now derive a contradiction from the above by constructing an infinite sequence of points p 1 , . . . , such that
f,ε (I), and • for every i, j, i = j, we have ||p j − p i || > δ, with δ being a positive real number. This implies that the maximal distance of two points in the sequence grows over all bounds. Since the set of safe states S is bounded, this is a contradiction to the fact that (f, I, S) is robustly safe.
We ensure the second property (sufficient distance of points) by constructing at the same time a sequence t 1 , . . . , such that, for all i,
• every point not ε-reachable in time t i , that is, every point not in
f,ε (I) has distance at least δ from every point p 1 , . . . , p i (in Figure 1 , the δ-balls around p i are inside of the reach sets R 
f,ε (I) (in Figure 1 , the points p = p i+1 are outside of the reach sets R It remains to construct the sequences p 1 , . . . , and t 1 , . . . , in such a way. Due to the Heine-Borel theorem, the closure of S is compact. So we can apply Lemma 1: Let δ be as given by Lemma 1 for Ω being the closure cl (S) of the set of safe states S. So for all p, p ∈ cl (S) with p ∈ R ∆ f,
f,ε ({p}). Let i be an arbitrary, but fixed natural number, and assume that the above properties hold for p 1 , . . . , p i and t 1 , . . . , t i . We construct p i+1 , t i+1 together with a proof that the above properties hold for them.
Let
f,ε (I), as ensured by the observation at the beginning of the proof. By Lemma 1, every point in the δ-neighborhood of p is reachable in time ∆ from p ∈ R [0,t i ] f,ε (I) with ε-perturbed dynamics.
So we choose
f,ε (I), and hence has distance at least δ from p 1 , . . . , p i . Moreover, every point not reachable in time t i+1 again has distance at least δ from p 1 , . . . , p i+1 .
We choose t 1 = 0 and p 1 an initial point that has distance at least δ from the boundary of the set of initial points I (the case where such a point does not exist can be easily handled by shifting the sequence).
We now have an infinite sequence of points p 1 , . . . , such that
f,ε (I), and
• for every i, j, i = j, we have ||p j − p i || > δ.
This is a contradiction to the fact that (f, I, S) is robustly safe with robustness margin ε and S is bounded.
The proof also explains, why the theorem requires ∆ to be strictly greater than zero: Due to this, we have a strictly positive lower bound on the length of the solution leading from p to p = p i+1 outside of the set of points reachable in time t i . This allows us to use Lemma 1 to construct a δ-neighborhood of p = p i+1 reachable in time t i+1 .
Conclusion
We have shown that every robust safety verification problem with a bounded set of safe states has a robust safety verification certificate formed by a finite time reach set. At this point, the theorem is purely theoretical: It gives a general justification for the usage of over-approximations of finite-time reach sets in safety verification, but does not result in a concrete algorithm. It would be interesting to see whether such converse theorems can be used for improving concrete safety verification algorithms.
